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Position PAper: REDCap
background
REDCap (research electronic data capture) is a web application for building and manage online surveys and database and is often choice for many researchers in the University of Birmingham (UoB). Therefore, there is a need to set out the way in which researchers register for their own version of this system with colleagues in IT services where REDCap is used outside of the remit of a UoB Clinical Trial Unit (CTU) to ensure: 
Data Integrity and Security: by ensuring that updates or modifications do not compromise data quality or confidentiality. In addition, there will need to be arrangements for penetration testing.
Compliance with Regulatory Standards: helps ensure that REDCap installations remain compliant with the UK’s data protection legislations – Data Protection Act and UK General Data Protection Regulation (GDPR).
Documentation and Traceability: all modifications to the software or system are documented providing a clear audit trail, which is vital for understanding the history of changes.
Risk Management: the process involves a security and risk assessment of all changes, coupled with testing and mitigation plans for the changes both before and after implementation.
Aim of the position paper
This paper sets out:
The request process for REDCap at any stage of the research lifecycle and the process in which this will be managed on a project basis. 
The responsibilities delegated to REDCap owners and/or their delegated representatives
The arrangements for a REDCap community for new owners to join to support researchers using REDCap and to disseminate key updates.
Registration process
Researchers will request access to REDCap via IT Services; IT Services will signpost researchers to appropriate existing REDCap instances. Where a researcher is not able to use existing instances, they will request a new REDCap instance by completing a UoB REDCap Request Form. New instances of REDCap will incur IT fees to cover the lifecycle of the REDCap system. 
The information will be reviewed and assessed by colleagues in IT Services who will issue approval and access details as well as guidance for the use of the system. 
Where IT colleagues are not able to approve the application to use REDCap this will be referred to the Head of Research Governance and Integrity and the Chair of the Clinical Trials Oversight Committee (CTOC) as the final decision point. 
Once approval is given a new instance of REDCap will be provided and a REDCap Owner nominated. Owners will be delegated the responsibility of: 
developing and overseeing processes for the correct management of user accounts/access to their REDCap 
involvement in the testing of REDCap software updates prior to the roll out by IT.
Owners or their delegate will be added to the REDCap Community Group facilitated by the Birmingham Health Partners (BHP) – in full for informal support and knowledge sharing and will also be added to a sub-group of owners which is led by expert users and will focus on testing of software updates. 
If a researcher is using a REDCap system not on UoB servers, it is important to ensure that the system operates to the same standards as UoB, and this must be reflected in contractual relationships.
If a research ethics review and/or Sponsorship review is required, this approval should be included with the application. Where approval is not in place, this will stop the research ethics and Sponsorship review process until it is resolved.
Penetration Testing
In line with usual UoB processes, IT Services will maintain the infrastructure including implementation and management of a rolling programme of penetration testing and results will be shared with all owners. Funding for the testing will be included in the IT charges for installing and maintaining the system.
Document status
Approved by the CTOC on 13 January 2025.
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